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1 Introduction 

 
The goal of this document is to lay forth the exact controls that must be utilised when dealing with 

classified information. Please check the Information Classification Procedure for further information on 

the criteria for classifying information assets. 

There should be no disclosure of classified information to any person or organization via the following 

insecure methods, but not limited to: 

 Paper based methods 

 Email 

 Telephone 

 Fax 

 Verbally 

 
2 Asset Handling Procedure 

 
There must be handling controls in place for every security classification level to ensure that the information 

assets are always appropriately protected. 

2.1 Level 0: Public (or Unclassified) 

 
Information in this classification is in the public domain or is freely available from an organization. 

2.1.1 Secure Processing 

 
enerally, there is no need to place specific controls on how such information is processed, though items 

like stationery and their electronic equivalents should not be freely available. 

2.1.2 Storage 

 
Information of Level 0 is often kept in open areas which are accessible to the public. There should be 

controls on large quantities of such information such as leaflets, where theft or misuse is still possible. 

2.1.3 Transmission 

 
Information that is considered Level 0 may be sent in the clear over unencrypted connections or distributed 

in hard copy without restriction. 
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1 Introduction 

 
Specifically, this document provides an overview of how customers, third parties, visitors, and others 

should request access and behave within the Organization Name data centre. 

Organization Name and its customers require a secure data centre to prevent a loss of confidentiality, 

integrity, or availability of their physical and information assets. However, such areas only remain 

secure if the people accessing them follow the protocol designed for their use. The document provides 

guidance to ensure the security of an area while still allowing business activities to proceed without 

disruption. 

2 Data Centre Access Procedure 

 
2.1 Data Centre Access Principles 

 
There are several principles that govern access to data centers at Organization Name: 

 
 The data center should be accessible only to authorized staff of Organization Name; 

 There should be specific authorizations for all access; 

 Visitors to secure areas must be supervised at all times by Organization Name 

employees; 

 Visitor registration and dispersion are required at the data center; 

 Visitor identification badges must always be worn by all visitors. 

 

2.2 Requesting Access to the Data Centre 

 
If you would like access to a Organization Name data centre, please contact access@domain.com or 

call +x (xxx) xxx-xxxx. 

2.3 Visitor Guidelines 

 
There may be certain rules that customers, third parties, and other visitors to Organization Name data 

centers have to follow: 

 It is not allowed to bring food or drinks into the data center; 

 Smoking is not permitted anywhere on site; 

 Every health and safety policy of Organization Name must be followed at all times; 

 Access can only be granted to the racks and servers listed in the access request; 
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1 Introduction 

 
Controlling access to our information assets is a critical component of an information security defence 

in depth strategy. A comprehensive set of physical and logical controls is required for us to effectively 

protect the confidential, accurate, and reliable nature of classified information. 

These specifications may be influenced by factors such as: 

 
 The level of security assigned to information stored and processed by a specific system or 

service; 

 Various laws and regulations may apply, e.g., the Data Protection Act, Sarbanes Oxley; 

 Organizations and systems operate within a legal framework; 

 Third-party contractual obligations; 

 There are threats, vulnerabilities and risks involved; 

 

2 Business Requirements of Access Control 

 
It is necessary to develop the business requirements for access control as part of gathering requirements 

for new or significantly altered systems and services. They must then be incorporated into the design. 

These are: 

 
 Defence in Depth: Rather than relying on a single control, security must be based on the 

combined action of several controls. 

 Least Privilege: It would be best to assume that access is not needed rather than assume 

that it is. 

 Need to Know: It is only necessary to have access to the information needed to perform a role, 

and nothing more. 

 Need to Use: Depending on their role, users will be able to access only the physical and 

logical resources that they require. 

3 User Access Management 

 
In order to ensure authorized user access and prevent unauthorized access, formal user access control 

procedures must be documented, implemented, and maintained. Ideally, they should cover the entire 

user access life cycle, from the initial registration of new users to the final de- registration of users who 

no longer require access. 

 

 

 

 

 



 

Contents 

1 Purpose ....................................................................................................................................................... 4 

2 Scope .......................................................................................................................................................... 4 

3 Responsibility .............................................................................................................................................. 4 

4 Tasks Descriptions ...................................................................................................................................... 4 

4.1 Configuration Identification ................................................................................................................... 4 

5 References ................................................................................................................................................ 11 
 
 
 
 
 
 
 
 
 
 
 
 

DOCUMENT NO:  

REVISION NO:  

DATE OF REVISION:  

PREPARED BY:  

REVIEWED BY:  

APPROVED BY:  

SIGNATURE:  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

1 Purpose 

 
A project’s lifecycle includes the planning, implementation, and evaluation stages 

regarding all software configurable items. This document provides guidelines for 

Software Configuration Management activities to ensure the integrity of all 

software configurable items throughout the lifecycle. 

2 Scope 

 
This procedure includes the following activities: 

 
 Finding and classifying software configurable items; 

 Manage changes and revisions to configurable items in a systematic 
manner; 

 Keeping track of the status of all configurable items and establishing control 
over them. 

 

3 Responsibility 

 
As part of the project execution and delivery process, the Software 

Head/Programmer is responsible for overall Configuration Management. It must 

be approved and audited any modification(s) made to the SCI (Software 

Configuration Item). It is their responsibility to ensure that this procedure is 

followed. 

4 Tasks Descriptions 

 
4.1 Configuration Identification 

 
This procedure generally identifies configurable items in accordance with the 

information given in the items list below. Project managers are responsible for 

identifying and documenting any specific changes for any given project. 

4.2 Configuration Control 

 
Whenever changes are made, they are saved in the most recent folder, and the 

configuration is managed properly. If a customer requests proper version control 

after delivery, it is handled on a case-by-case basis by the director. 

4.3 Change Request 

 
 Problems – are fixes to CM controlled products (e.g., Discrepancy 

reports, corrective action reports). 
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