
 

 
ISO 22301 Toolkit – Business Continuity Management System 

 

Level 1 - Context, Objectives, Plans & Policies 

Context of the Organization 

1. Business Continuity Management Context, Requirements and Scope 

Objectives 

1. BCMS Roles, Responsibilities and Authorities 

Plans 

1. Business Continuity Management Plan 

2. Business Continuity Communication Plan 

3. Risk Treatment Plan 

4. Business Continuity Plan 

5. Business Continuity Test Plan 

6. Internal Audit Plan 

Policies 

1. Business Continuity Policy 

Level 2 - Procedures & Processes 

Procedures 

1. Legal, Regulatory and Contractual Requirements Procedure 

2. Control of Documented Information Procedure 

3. Competence Development Procedure 

4. Business Continuity Procedure 

5. Continuity Operating Procedure 

6. Internal Audit Procedure 

7. Management Review Procedure 

8. Management of Nonconformity Procedure 

Processes 

1. Business Impact Analysis Process 

2. Risk Assessment and Treatment Process 

3. Supplier BC Evaluation Process 

4. Monitoring Measurement, Analysis and Evaluation Process 

Level 3 – SOPs 

1. Business Continuity 

2. Management of Removable Media 

3. Audit Trails 



 

 

4. Warehouse Security 

Level 4 – Formats, Templates & Presentations 

Formats 

1. ISO 22301 Assessment Evidence 

2. ISO 22301 Project Progress Report 

3. Project Kickoff Meeting Agenda 

4. Meeting Minutes Template 

5. Competence Development Questionnaire 

6. Business Impact Analysis Tool 

7. Risk and Opportunity Assessment and Treatment (ROAT) Tool 

8. Post Incident Report 

9. Business Continuity Contact Log 

10. Incident Impact Information Log 

11. Plan Activation Log 

12. Incident Response Action Log 

13. Message Log 

14. Internal Contact List 

15. External Contact List 

16. Business Continuity Procedure Evaluation Checklist 

17. Internal Audit Schedule 

18. Internal Audit Action Plan 

19. Management Review Meeting Agenda 

20. Nonconformity and Corrective Action Log 

Templates 

1. Legal, Regulatory and Contractual Requirements 

2. Top Management Communication Program 

3. BCMS Documentation Log 

4. Competence Development Report 

5. Business Continuity Competence Development Report 

6. Business Impact Analysis Report 

7. Risk Treatment Report 

8. Business Continuity Strategies and Solutions 

9. Business Continuity Exercise Programmed 

10. Business Continuity Test Report 



 
 

 

11. Internal Audit Report 

12. Induction Training Report 

13. Performance Appraisal Records 

14. Visitor Log 

15. Master List of Records 

Process Flow Charts 

1. Support - Process Flow Charts 

2. Operation - Process Flow Charts 

3. Performance Evaluation - Process Flow Charts 

4. Improvement - Process Flow Charts 

Presentations 

1. Benefits of ISO 22301 Presentation 

2. ISO 22301 Awareness Presentation 

Guidelines for Implementation Methodology 

1. Guidelines for ISO 22301 Implementation 

2. ISO 22301 All-In-One Toolkit User Guide 

3. ISO 22301 Toolkit Index 

4. BCMS Project Initiation Document 

5. ISO 22301 Implementation Project Plan 

6. ISO 22301 Certification Readiness Checklist 

7. ISO 22301 Gap Assessment Tool 
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                 Introduction 

A Business Continuity Management System (BCMS) based on ISO 22301, the international standard 

for business continuity, has been implemented by Organization Name to ensure the quality of its 

products and services and help their customers to be satisfied. 

In this document, we are going to describe the business operation, external and internal factors 

that affect it, and briefly describe the organization's direction. Defining its scope and setting high-level 

objectives will allow the BCMS to be well defined. 

                Organizational Context 

The following sections outline the organizational structure of Organization Name. The business 

environment and markets in which it operates are constantly changing. Any significant changes will 

be incorporated into this document annually. As a result of these changes the BCMS will also be 

updated. 

                 Activities 

Organization Name is constantly developing and introducing new products and services to its target 

markets to stimulate business growth. 

                Describe: 

 How does the organization work? 

 When was it established? 

 Which companies are part of its group, if any? 

 In what sector does it mainly operate? 

 Who are its primary clients? 

 Where does the company operate? 

 How much does it turn over annually? 

                 Objectives and Policies 

Having a BCMS ensures that Organization Name consistently provides customer-friendly, satisfying 

services while achieving business objectives. In order to establish a clear relationship between the 

business objectives and the BCMS for the current financial year, this section outlines the major 

business objectives and policies. 

                  Risk Management 

                  Risk Management Strategy 

In order to manage risk and opportunity at the highest level, Organization Name is committed to 

adopting broadly the principles of the ISO 31000 standard (Risk management - principles and 

guidelines) so that: 

 Creates value and protects it 

 All organizational processes incorporate it 

 Contributes to decision-making 
 

 



 

 
 Uncertainty explicitly addressed 

 An organized, structured and timely manner 

 Information based on best available sources 

 Customized 

 Human and cultural aspects are considered 

 Integral and transparent 

 Change-oriented, dynamic, and iterative 

 The organization's performance is continually improved 

                 Understanding the Requirements of Interested Parties 

The interested parties and requirements for the BCMS are identified in this section of the document. 

In addition, it summarizes the relevant legal and regulatory requirements the organisation must 

comply with. 

Interested parties are generally defined as "persons or organizations who are affected, affected or 

perceive themselves to be affected by a decision or action". 

                 Purpose and Scope of the BCMS 

                  Purpose 

The BCMS is intended to: 

1. Establish business continuity management policy and objectives based on understanding the 

organization's needs 

2. The BCMS must be reviewed and monitored for effectiveness 

3. Based on objective metrics, continuously improve the organization's business continuity 

                 Scope of the BCMS 

As part of the certification process for Organization Name, the BCMS boundaries are defined as 

follows: 

The Organization Name Service Catalogue contains information about the products and services 

related activities, as well as a list of business units/stakeholders. It is intended that the scope of 

Organization Name's BCMS reflect the internal and external factors mentioned in sections 4.2 and 

4.3 and the requirements mentioned in section 5 of this document. Additionally, it contains 

information about the needs of the organization's stakeholders and the applicable legal and 

regulatory requirements. 
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It is necessary for employees as well as other interested parties in the delivery of critical business 

processes to possess the required competences. When there aren't enough skilled workers, 

resourcing issues may arise, legal compliance is compromised and business risk is increased, for 

example if inadequate preparation is not done. 

It is important for Organization Name to focus on providing employees with training so that they 

can meet the business' needs and fulfill their duties. It is necessary for every department such as 

production to develop and maintain specific skills within the team, especially since these can 

rapidly change as technology develops, for example with new software releases or as new 

systems and controls are introduced. 

As part of the business continuity management system (BCMS), the following documents should 

be reviewed to provide further context, scope, objectives, resourcing, and role, responsibilities, and 

authorities. 

            Competence Development Procedure 

1.1 Assess Competence Requirements by Role 

It is specified in the document BCMS Roles, Responsibilities and Authorities, that specific individuals 

within the organization are assigned specific roles and duties in order to manage and improve the 

BCMS. Most of the time, and allocated role is part of a larger, more general role that the 

individual fulfils, i.e. the individual's time is not exclusively dedicated to business continuity 

management system. 

             Assess Existing Competence Levels 

A questionnaire approach is utilized to examine the current competency levels of individuals who are 

to fill specified roles. The persons who will fill each role are initially identified. The documented 

Business Continuity Management Plan, which outlines the resources required to meet objectives and 

manage and enhance the BCMS, contains information about BCMS resources. 

             Establish Competence Development Actions 

Some alternatives may be considered in recommending development actions: 

 Staff with a higher level of expertise, such as mentors, conducts informal training 

 Formal training can be obtained through online or in-person courses 

 A recruitment of additional staff with the relevant competence(s) is needed 

 Utilization of third-party resources ad-hoc, such as consultants or contractors 

 Utilization of third-party resources through an agreed-upon support contract that 

ensures access to the requisite degree of expertise 
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1 Introduction 

In order to meet its obligations to customers and other stakeholders, Organization Name has established 

effective plans to deliver business continuity in key business functions. 

As part of this commitment, the organization has implemented a Business Continuity Management 

System (BCMS) that meets the standards of the ISO 22301 international standard for business 

continuity management systems and will pursue certification to this level in the near future. 

According to the standard, our business continuity targets must be compatible with our policies, 

measurable where possible, properly communicated within the company (and outside where 

necessary), and updated as part of the BCMS management review process. 

During the financial year 20xx-xx, the organization will set business continuity objectives and 

implement plans, including: 

 Who will be responsible 

 What will be done 

 What resources will be required 

 When it will be completed 

 How the results will be evaluated 

2 Business Continuity Objectives 

A system of monitoring and measurement, which records progress against targets, is crucial to 

evaluating whether or not the BCMS is working as intended. 

The BCMS document describes high-level business continuity objectives. The Business Continuity 

Policy, which is also an important component of the BCMS, defines the BCMS Context, 

Requirements, and Scope, as well as the overarching framework for determining lower-level 

objectives. 

The document Process for Monitoring, Measurement, Analysis, and Evaluation outlines methods 

for determining the extent to which objectives are met. 

3 Plan to Achieve Objectives 

To fulfill our goals, we must have a well-defined plan that is appropriately resourced and has the 

full backing of top management. The success of this plan will decide whether Organization Name 

delivers products and services to the business continuity standards demanded by our customers 

and other stakeholders. 

4 Resources to Manage and Improve the BCMS 

In addition to the resources needed to accomplish the objectives outlined in this paper, the following 

resources will be needed on an on-going basis to administer and enhance the BCMS. 
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1 Purpose 

A project’s lifecycle includes the planning, implementation, and evaluation stages regarding all 

software configurable items. This document provides guidelines for Software Configuration 

Management activities to ensure the integrity of all software configurable items throughout the 

lifecycle. 

2 Scope 

This procedure includes the following activities: 

 Finding and classifying software configurable items; 

 Manage changes and revisions to configurable items in a systematic manner; 

 Keeping track of the status of all configurable items and establishing control over them. 

3 Responsibility 

As part of the project execution and delivery process, the Software Head/Programmer is 

responsible for overall Configuration Management. It must be approved and audited any 

modification(s) made to the SCI (Software Configuration Item). It is their responsibility to 

ensure that this procedure is followed. 

4 Tasks Descriptions 

4.1 Configuration Identification 

This procedure generally identifies configurable items in accordance with the information given 

in the items list below. Project managers are responsible for identifying and documenting any 

specific changes for any given project. 

4.2 Configuration Control 

Whenever changes are made, they are saved in the most recent folder, and the configuration 

is managed properly. If a customer requests proper version control after delivery, it is handled 

on a case-by-case basis by the director. 

4.3 Change Request 

Identify Need for Change 

 Problems – are fixes to CM controlled products (e.g., Discrepancy reports, corrective 
action reports) 

 Enhancements – are improvements to CM controlled products. 

4.4 Configuration Status Accounting 

Our accounting process involves keeping the latest version of the software in its location and 

by filename, as well as maintaining proper accounting with Source Safe. 
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