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7.1

7.2

7.3

7 Support

Resources

Organization Name ensures that adequate resources are allocated to support the effective
implementation and maintenance of its AIMS. This includes providing necessary financial
resources, technological infrastructure, and human resources. Our resource planning addresses
the requirements for developing, deploying, and managing Al systems, including hardware,
software, and expertise. We continuously assess and adjust resource allocation to align with
evolving needs and to ensure that our Al systems remain robust, secure, and compliant with

industry standards.
Top management ensures that adequate resources are provided for:

e Establishing, implementing, operating, and maintaining the AIMS;
e Developing and using Al systems and components to enhance customer satisfaction and
meet requirements;

e Managing and performing AIMS activities effectively.

Competence

At Organization Name, we prioritize the development and maintenance of competence among
employees involved in Al system management. We identify specific competence requirements

related to Al technologies, data management, ethical considerations, and regulatory compliance.

To meet these requirements, we provide targeted training and development opportunities. This
includes internal and external training programs, workshops, and certifications to ensure that
our staff receives the necessary skills and knowledge to effectively contribute to the AIMS.
Competence is regularly reviewed and updated based on changes in technology and regulatory

requirements.

Awareness

Organization Name actively raises awareness about the importance of AIMS and its impact on
the organization and its stakeholders. We ensure that employees at all levels understand their
roles and responsibilities concerning Al systems and the broader implications of Al ethics,

security, and compliance.
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Purpose

The purpose of this Al Incident Management Procedure is to establish a systematic approach for
identifying, managing, and resolving incidents related to Organization Name’s Al products and
services. The procedure aims to ensure prompt response, effective resolution, and minimal
impact on operations, aligning with the requirements of ISO/IEC 42001:2023. This includes

maintaining product integrity, ensuring service continuity, and enhancing customer trust.

Scope

This procedure applies to all incidents involving Organization Name’s products and services,

including but not limited to:

e Failures or malfunctions of Al algorithms or systems

e Databreaches or security incidents affecting Al systems

e Compliance issues or ethical concerns related to Al

e Performance issues or unintended outcomes from Al services

e Customer complaints or issues impacting Al products and services

Responsibility

Incident Response Manager: Responsible for overseeing the entire incident management
process, including detection, assessment, response, resolution, and post-incident review. Ensures
that incidents are handled according to ISO/IEC 42001:2023 standards and that effective

communication and coordination are maintained throughout the process.

Incident Response Coordinator: Leads the incident response efforts, manages the investigation,
and ensures that incidents are resolved effectively. The Incident Response Coordinator is

responsible for communication with stakeholders and documentation of the incident lifecycle.

Al Security Specialist: Focuses on incidents related to the security of Al systems, such as
breaches or vulnerabilities. Works closely with the Incident Response Manager to address

security-specific issues and implement measures to prevent future incidents.

Technical Support Team: Provides technical expertise and assistance in diagnosing and
resolving incidents affecting Al products and services. Responsible for implementing corrective

actions and ensuring that systems are restored to normal operation.




3.5 Compliance Officer: Ensures that incident management practices comply with legal and
regulatory requirements. Monitors incidents for potential compliance issues and collaborates

with the Incident Response Manager to address any regulatory implications.

4 Description of Activity
41 Objectives

The objectives of the incident management process are to:

Ensure that all issues are properly documented and recorded.

e Assign the correct priority level to each reported problem.

o Identify recurring problems and escalate them as necessary.

e Oversee the resolution of all outstanding issues and restore services effectively.

e Identify and escalate issues to management that have not been resolved within the
specified criteria.

e Review closed problems and confirm that their resolutions are effective.

4.2 Key Success Factors

e Assign problems to individuals or teams with the appropriate expertise. If a problem
exceeds the knowledge, skills, or responsibilities of the assigned person or group, it
should be reassigned accordingly. Problems may also be handed over to a coordinator for
formal resolution and closure.

e All problems are logged with details of occurrence and resolution dates, facilitating the
tracking of recurring issues and enabling reference to previous actions.

e Ensure each incident is escalated to the appropriate managers to allocate resources

effectively and ensure timely communication.

4.3 Incident Response Process

The incident response process is divided into four stages:

e Invocation
e Assessment, Mitigation, and Escalation
e Resolution

e Post-Mortem
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4.1

411

Purpose

The purpose of this Internal Audit Procedure is to establish a systematic process for conducting
internal audits of Organization Name’s Artificial Intelligence Management System (AIMS). The
procedure aims to evaluate the effectiveness of AIMS, ensure compliance with ISO/IEC

42001:2023, identify areas for improvement, and enhance overall organizational performance.
Scope

This procedure applies to all components of the Al Management System within Organization
Name, including processes, controls, and documentation related to Al governance,
implementation, and operation. It covers all internal audits conducted across departments and
functions involved in Al management, ensuring comprehensive evaluation of the system's

effectiveness and compliance.
Responsibility

Internal Audit Team: Responsible for planning, conducting, and reporting on internal audits.

This team should be independent of the activities being audited to maintain objectivity.

Audit Manager: Oversees the internal audit process, ensuring compliance with this procedure,

and addressing any issues identified.

Department Heads: Support the audit process by providing access to records, facilities, and
personnel as required. They are also responsible for implementing corrective actions based on

audit findings.

Al Manager: Provides input on audit criteria related to Al systems and ensures that audit
findings related to Al processes are addressed. Supports the Internal Audit Manager in

coordinating audits involving Al-related activities.

Description of Activity

Audit Schedule

The Al Manager prepares and approves the annual AIMS internal audit schedule, which
encompasses all aspects of the Al management system. The schedule is determined based on the

status and significance of activities, as well as findings from previous audits.




4.1.2

4.2

4.2.1

4.3

431

4.4

441

4.5

451

4.5.2

Regular audits are conducted, with the interval between audits for any specific system element

or department not exceeding six months.

Planning and Scheduling of Audits

The Al Manager plans AIMS internal audits according to the annual AIMS internal audit
schedule and provides the audit plan or program to the relevant personnel. Following the
execution of the audit, the actual audit program is recorded in the audit plan. The Al Manager
ensures that the auditor assigned is independent of the area being audited. The reference to the
audit plan is included in the annual AIMS internal audit schedule. The audit criteria and scope

are detailed in the audit plan or program.

Frequency

AIMS internal audits are scheduled based on the status and significance of the activity being
audited. Typically, each function or element is audited at least once every six months. However,

audits may be conducted more frequently during the initial establishment of the system or when:

a. AIMS results are not being met in specific areas or activities;
b. Previous internal audit reports (e.g., IANCRs) remain unresolved; or

c. There are substantial changes in key personnel, processes, techniques, or technology.

Audit Plan

Audit plans for different functional areas may be staggered to accommodate the availability of
qualified and trained auditors or for other reasons. A copy of the audit plan is distributed to the
auditor, audited personnel, and other relevant parties. Any changes to the audit plan are

communicated by the auditor to the audited parties.
Selection of Auditors
The criteria for selecting auditors are as follows:

Auditors must have completed training in AIMS auditing in accordance with ISO 42001:2023

standards.

Auditors must not be employed in the same section or area being audited.




Al Tool Usage Policy

Contents
1 PUIPOSE couvetueueeuestessesssese s e essse s ees s s8R 48 R 4R 8 RS8R R R RS R AR R R R R
(o0 ) PP
3 RESPOMNSIDILILY covvureereeereerse ettt e e b eb e ss s b s s R8RS R R R R R
4 AL TOOL USAEE POLICY ceueereeureureeereereeuseesseensesseeseessesssessesss s sessessses s sessssessesssessasss s e s s et sessee b sEs st asEsseEsaessab s et b sebereb s basebsneares
4.1  Ethical and ReSPONSIDIE USE ......ccriuieieereieireiseessesseessesseessessssssessesssssssesssssssesssssasssessesssssssssssssses st ssassssssessssssssssssanes
4.2 Compliance with Legal and Regulatory ReqUIrEmMENtS......coieomeeereuneeeneenmeeseesseessesseesseseessesseesssessesssanes
4.3 Tool Selection and EVAIUALION ......ceeeeereeeeemessersseesse s eesssesssesssessssesssesssesssessssesssesssssssessssessssssssesssessssssssssssesss
44 Implementation and INEEZIATION ..o iecerernsereesees e eessesssessss et seesssssseess s eess s e s st ses b sesssssssssat e sessse s sessssases
4.5 Data Management and SECUTILY .....omrceereessesseessesseesseessesssssssss s esssessssssessesssssssessssssessssssasssssessssssesssesssessssanes
4.6 RISK MaANAZEIMIENT.....ccurieieeueeueeessiuesssesseessessessssessesse s s essesssessesssessesssessesssess b Essaes s seEssesseeEseEsseEssEsreEantsetsaessessebasebnsanes
4.7 QUALILY ASSUTAIICE c.orveurreeseereeeseeseesseeessesssesssessssesssessssesssesssesssssas ess et sesssessssssessssesssesssessssesssasssessssesssesessssssasssessssssanesss
5 TraiNing AQNd SUPPOT ... ceeeeeesseeseeeseessseessessssssssesssesssssssesssesssssssssssss ssssssss sses s ssss s sessssssss sssssss ssssssssassssssssssssssssasssssssns
6 Record Keeping and DOCUMENTATION ...uieeeeureseessessesssessssssssessssssesssesssssssessssesssssssssssmssssssssssssesssssssssssssssssssssssessnns

DOCUMENT NO:

REVISION NO:

DATE OF REVISION:

PREPARED BY:

REVIEWED BY:

APPROVED BY:

SIGNATURE:




3.1

3.2

3.3

34

41

Al Tool Usage Policy

Purpose

The purpose of this Al Tool Usage Policy is to establish clear guidelines and procedures for the
responsible and effective use of Al tools at Organization Name. This policy ensures that Al tools
are used in a manner that complies with ISO/IEC 42001:2023 standards, promoting ethical

practices, data security, and regulatory compliance.

Scope

This policy applies to all employees, contractors, and third parties who use Al tools within
Organization Name. It covers the use of all Al tools, including but not limited to machine
learning platforms, data analytics tools, automated decision-making systems, and natural

language processing applications.

Responsibility

Management: Responsible for overseeing the implementation of this policy, allocating resources
for Al tool management, and ensuring that all Al tools are used in accordance with the policy

guidelines.

Al Governance Team: Responsible for establishing procedures for Al tool selection, risk
assessment, and quality assurance. They also monitor the performance of Al tools and ensure

that they align with the company’s ethical and compliance standards.

Department Heads: Responsible for ensuring that Al tools used within their respective

departments comply with this policy and that their teams adhere to the guidelines set forth.

IT Department: Responsible for the technical evaluation, deployment, and maintenance of Al

tools, ensuring they meet security and performance standards.
Al Tool Usage Policy
Ethical and Responsible Use

Al tools must be used in a manner that aligns with Organization Name’s ethical standards and
values. Users are required to ensure that Al tools do not perpetuate biases, engage in
discriminatory practices, or produce misleading or harmful outcomes. All Al-generated outputs

should be transparent and understandable, with clear disclosure of their origins and limitations.
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4.6

Compliance with Legal and Regulatory Requirements

The use of Al tools must comply with all relevant laws, regulations, and industry standards. This
includes adhering to data protection regulations, intellectual property laws, and other legal
frameworks applicable to the use of Al technologies. Users are responsible for ensuring that their

use of Al tools is in compliance with these requirements.

Tool Selection and Evaluation

Before any Al tool is adopted or implemented, a thorough evaluation process must be conducted
to assess its suitability for the intended use. This includes evaluating the tool’s functionality,
performance, and alignment with ethical and regulatory standards. The selection process should
involve input from the Al Governance Committee, IT Department, and relevant departmental

stakeholders to ensure that the chosen tool meets the company’s requirements and standards.

Implementation and Integration

Al tools must be implemented following a structured approach that includes planning, testing,
and integration into existing systems. The IT Department will oversee the technical aspects of
implementation, ensuring that tools are integrated smoothly and that any potential issues are
addressed promptly. Department heads are responsible for coordinating with the IT Department

to ensure that tools are effectively integrated into departmental workflows.

Data Management and Security

Al tools must be managed in a way that ensures the security and privacy of data. Personal and
sensitive data processed by Al tools must be handled in accordance with Organization Name’s
data protection policies. This includes implementing appropriate security measures to safeguard

data against unauthorized access, breaches, or misuse.

Risk Management

Before deploying Al tools, a thorough risk assessment must be conducted to identify potential
risks and impacts. This includes evaluating risks related to accuracy, security, and compliance.
Risk management strategies must be implemented to address identified risks and mitigate

potential adverse effects
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1 Objective

The objective of this Standard Operating Procedure (SOP) is to establish clear guidelines and
processes for the effective collaboration between human employees and Artificial Intelligence
(AD) systems within Organization Name, in alignment with the principles and requirements
outlined in ISO/IEC 42001:2023 (Artificial Intelligence Management System). This SOP aims to
ensure that Al systems enhance human capabilities, promote seamless interactions, foster mutual
understanding between Al and human agents, and ensure ethical and responsible use of Al

technologies.
Specific Objectives:

e Promote the integration of Al systems into business processes that enhance human
decision-making, creativity, and productivity.

e Ensure that Al systems work in synergy with human employees to improve efficiency
and operational outcomes.

e Establish clear roles, responsibilities, and processes for the collaboration between humans
and Al

e Mitigate risks arising from Al-human interaction, including bias, discrimination, and

decision-making errors.

2 Scope

This SOP applies to all areas of Organization Name where Al systems and human employees

interact, including but not limited to:

e Al-Assisted Decision Making: Where Al systems provide recommendations or decision-
support for human decision-makers.

e Al-Augmented Workforce: Al systems that assist or enhance human performance in
tasks such as data analysis, process automation, and customer service.

e Human-Al Interaction: The direct interaction between employees and Al interfaces or
systems in everyday operations.

e Collaboration Tools: Use of Al-powered tools (e.g., chatbots, virtual assistants) that
employees utilize to improve work efficiency and quality.

e Training and Support: Ongoing training and development to ensure that employees

understand and effectively collaborate with Al systems
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3.5

Responsibility

Al Governance Committee: Responsible for overseeing the overall framework for human-Al
collaboration within Organization Name. They ensure that Al systems align with company
policies, business goals, and regulatory standards. The committee also monitors the ethical
implications of human-Al interactions, making sure that the collaboration supports fairness,
transparency, and accountability. They provide strategic guidance and ensure that the
integration of Al within business processes is both effective and compliant with ISO/IEC

42001:2023.

Al Project Teams: Responsible for the development and deployment of Al systems that facilitate
human-AI collaboration. They design Al tools and models that support and enhance human
decision-making and productivity. These teams ensure that Al systems are transparent,
interpretable, and adaptable to human needs. They also provide necessary documentation and
training to employees on how to effectively collaborate with Al systems, ensuring smooth

integration into daily workflows.

Human Resources (HR) and Training Teams: Ensure that employees are properly equipped to
collaborate with Al systems. They design and implement training programs that teach
employees how to effectively use Al tools and understand their role in human-AI collaboration.
Additionally, HR ensures that ongoing support is available to help employees maximize the
benefits of Al while keeping them informed about best practices, ethical considerations, and new

developments in Al technologies.

Al Ethics Officer: Ensuring that human-AlI collaboration adheres to ethical guidelines. This role
involves monitoring Al systems to ensure they operate fairly, transparently, and without bias.
The Ethics Officer works to minimize any negative impact of Al on employees, ensuring that the
collaboration is ethical and responsible. They also advise on best practices for maintaining trust

and accountability in human-Al interactions.

Employees: Responsible for effectively collaborating with Al systems as part of their everyday
tasks. They are expected to engage with Al tools, provide feedback, and follow ethical guidelines
related to Al usage. Employees should ensure that Al-generated insights are used responsibly
and that they maintain human oversight where necessary. They also help identify any issues or
challenges arising from human-AlI collaboration, contributing to the continuous improvement of

Al systems.
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Ensure that Al systems are developed with the intent of complementing and enhancing human

capabilities.

e Design Al systems with a focus on user-friendliness and transparency, ensuring they are
interpretable and adaptable to human needs.

e Integrate human input in the design phase to understand user expectations, challenges,
and work processes.

e Develop Al systems that provide clear, actionable insights, ensuring humans can easily

interpret and use the information provided.

4.2 Al-Augmented Decision Making

Enhance human decision-making by providing Al-generated insights, recommendations, or

support.

o Implement Al systems that provide data-driven recommendations, predictive analytics,
or decision-support tools to assist human employees in complex decision-making.

e Establish feedback loops where human input is used to refine Al recommendations,
ensuring continuous improvement and adaptation.

e Develop clear guidelines for human oversight of Al-driven decisions, ensuring final

decisions remain under human control and accountability.

4.3 Training and SKkill Development

Equip employees with the skills and knowledge necessary for effective collaboration with Al

systems.

e Develop and deliver training programs focused on enhancing employees' understanding
of Al systems, their capabilities, and limitations.

e Provide scenario-based training to help employees understand how to effectively use Al
tools in their day-to-day tasks.

e Offer continuous learning opportunities to keep employees updated on new Al tools and

collaboration techniques.
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