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ISO 27001 Toolkit — Information Security Management System

Level 1 — Context, Manual, Objectives, Plans & Policies

Context

Information Security Management System Context, Requirements and Scope

Manual

ISMS Manual

Objectives

ISMS Roles, Responsibilities and Authorities

Information Security Objectives and Plan

Plans

—

Risk Treatment Plan

Internal Audit Plan

Incident Response Plan Ransomware

Incident Response Plan Denial of Service

Incident Response Plan Data Breach

ICT Continuity Plan

ICT Continuity Test Plan

Information Systems Audit Plan
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Capacity Plan

Policies

—

Information Security Policy

Social Media Policy

HR Security Policy

Information Security Whistleblowing Policy

Threat Intelligence Policy

Asset Management Policy

Acceptable Use Policy

Internet Access Policy
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Electronic Messaging Policy

-—
©

Online Collaboration Policy

—
—_

Access Control Policy

-_—
N

Information Security Policy for Supplier Relationships

-
w

Cloud Services Policy




14.

IP and Copyright Compliance Policy

15. | Records Retention and Protection Policy
16. | Privacy and Personal Data Protection Policy
17. | Remote Working Policy
18. | Physical Security Policy
19. | CCTV Policy
20. | Clear Desk and Clear Screen Policy
21. | Mobile Device Policy
22. | BYOD Policy
23. | Dynamic Access Control Policy
24. | Anti-Malware Policy
25. | Technical Vulnerability Management Policy
26. | Configuration Management Policy
27. | Information Deletion Policy
28. | Data Masking Policy
29. | Data Leakage Prevention Policy
30. | Backup Policy
31. | Availability Management Policy
32. | Logging and Monitoring Policy
33. | Monitoring Policy
34. | Software Policy
35. | Network Security Policy
36. | Web Filtering Policy
37. | Cryptographic Policy
38. | Secure Development Policy
39. | Secure Coding Policy
Level 2 - Procedures & Processes
Procedures
1. Information Security Competence Development Procedure
2. Control of Documented Information Procedure
3. Internal Audit Procedure
4. Management Review Procedure
5. Management of Nonconformity Procedure




Asset Handling Procedure

7. Managing Lost or Stolen Devices Procedure

8. Information Classification Procedure

9. Information Labelling Procedure

10. [ Information Transfer Procedure

11. | Supplier Due Diligence Assessment Procedure

12. | Information Security Event Assessment Procedure

13. | Information Security Incident Response Procedure

14. | ICT Continuity Incident Response Procedure

15. | Legal, Regulatory and Contractual Requirements Procedure

16. | Personal Data Breach Notification Procedure

17. | Employee Screening Procedure

18. | Information Security Event Reporting Procedure

19. | Data Centre Access Procedure

20. | Working in Secure Areas Procedure

21. | Taking Assets Offsite Procedure

22. | Management of Removable Media Procedure

23. | Physical Media Transfer Procedure

24. | Disposal of Media Procedure

25. | Technical Vulnerability Assessment Procedure
Processes

1. Risk Assessment and Treatment Process

2. ISMS Change Process

3. Monitoring, Measurement, Analysis and Evaluation Process

4. Threat Intelligence Process

5. User Access Management Process

6. Supplier Information Security Evaluation Process

7. Cloud Services Process

8. Business Impact Analysis Process

9. Employee Disciplinary Process

10. [ Configuration Management Process

11. | Data Masking Process

12. | Change Management Process




Level 3 — SOPs

Group Internal and E-mail Usage

2. Software Configuration Management
3. Handling of Virus Attacks
4, Personal Security
5. Warehouse Security
Level 4 — Formats, Templates & Presentations
Formats
1. ISMS Assessment Evidence
2. ISO 27001 Project Progress Report
3. Meeting Minutes Template
Asset-Based Risk Assessment and Treatment Tool
5. Statement of Applicability
6. Scenario-Based Risk Assessment and Treatment Tool
7. Opportunity Assessment Tool
8. Competence Development Questionnaire
9. Internal Audit Programme
10. [ Internal Audit Action Plan
11. | Management Review Meeting Agenda
12. | Nonconformity and Corrective Action Log
13. | ISMS Regular Activity Schedule
14. | Segregation of Duties Worksheet
15. | New Starter Checklist
16. | Supplier Due Diligence Assessment
17. | Supplier Evaluation Questionnaire
18. | Cloud Services Questionnaire
19. | Incident Lessons Learned Report
20. | Business Impact Analysis Tool
21. | Personal Data Breach Notification Form
22. | Breach Notification Letter to Data Subjects
23. | Employee Screening Checklist
24. | Employee Termination and Change of Employment Checklist

25.

Leavers Letter
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Equipment Maintenance Schedule

27. | Requirements Specification
28. | Acceptance Testing Checklist
Templates
1. Annex A Control Attributes
2. Executive Support Letter
3. Risk Assessment Report
4, ISMS Change Log
5. Information Security Communication Programme
6. ISMS Documentation Log
7. Information Security Competence Development Report
8. Internal Audit Report
9. Segregation of Duties Guidelines
10. [ Authorities Contacts
11. | Specialist Interest Group Contacts
12. | Threat Intelligence Report
13. | Information Security Guidelines for Project Management
14. | Information Asset Inventory
15. | Information Transfer Agreement
16. | Supplier Information Security Agreement
17. | Supplier Evaluation Covering Letter
18. | Cloud Service Specifications
19. | Business Impact Analysis Report
20. | ICT Continuity Exercising and Testing Schedule
21. | ICT Continuity Test Report
22. | Legal, Regulatory and Contractual Requirements
23. | Information Security Summary Card
24. | Guidelines for Inclusion in Employment Contracts
25. | Schedule of Confidentiality Agreements
26. | Non-Disclosure Agreement
27. | Physical Security Design Standards
28. | Configuration Standard Template
29. | Privileged Utility Program Register




30.

Network Services Agreement

31.

Principles for Engineering Secure Systems

32.

Secure Development Environment Guidelines

Presentations

Introduction to ISO 27001 Presentation

ISO 27001 Awareness Training Presentation

Guidelines for Implementation Methodology

Guidelines for ISO 27001 Implementation

ISO 27001 All-In-One Toolkit User Guide

ISO/IEC 27001 Toolkit Index

ISMS Project Initiation Document

ISO/IEC 27001 Project Plan

ISO 27001 Certification Readiness Checklist
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ISO 27001 Gap Analysis Checklist

Audit Checklist

ISO 27001:2022 Internal Audit Checklist
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5.2

5.3

5 Leadership

Leadership and Commitment

Organization Name’s Top Management ensures that performance of ISMS implementation and

provides a commitment to developing an effective system to exhibit its leadership and commitment.

e The information security policy and the objectives of the ISMS should be established and

matched to the direction of the company;

e To check for resources accessibility for the ISMS;

e The ISMS audit should be made or conducted to achieve its future result by proper evaluation and
maintenance;

e An effectiveness of ISMS is attained by direction and support to persons;

e Encouraging continual improvement;

e To establish leadership responsibility, support other relevant management roles in their areas.

Policy

Top Management is committed to maintaining high-quality security standards in delivering prompt
and cost-effective services or solutions to customers by continual improvement of business
processes amongst all employees, and recognizing the integrity, confidentiality, and availability of

information assets to relevant stakeholders including customers.

e |t should be suitable to purpose and information security of the Organization Name;
e Offers a framework to review and set up objectives of the ISMS;

e Organization Name provides ISMS awareness training to all employees with proper work
instruction to maintain and improve the effectiveness of the information security management
system;

e Directs communications between external and internal;

e Directs to ensure capabilities needed for information security management.

Organizational Roles, Responsibilities and Authorities

Top Management provides evidence of its commitment to the establishment, implementation,
operation, monitoring, review, maintenance, and improvement of the information security

management system as defined in the roles and responsibilities.
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2.1

2.2

Introduction

This document outlines the procedures the Organization Name internal audit team will follow to audit

the Information Security Management System (ISMS).

The internal audit team will conduct routine audits in addition to an external audit programme carried
out by the Registered Certification Body (RCB) to validate compliance with ISO/IEC 27001

requirements as well as statutory and regulatory obligations within Organization Name.
The objectives of this audit procedure are as follows:

e Ensure that information security processes are implemented in accordance with

documented processes and procedures as outlined in the ISMS;
e |dentify areas of conformity or non-conformity with the ISO/IEC 27001 standard.

e Provide internal assurance to Organization Name that information security is

successfully handled and business risks are minimized.

ISMS Audit Procedure

This procedure specifies how an internal audit programmed will be implemented in order to meet the
requirements of the ISO/IEC 27001 standard and to guarantee that information security activities are carried

out in compliance with documented procedures and processes as described in the ISMS.

Resources

The audit programmed will be carried out by the internal audit team of Organization Name, with input from
the information security function as well as business management and personnel. The internal audit team's
resourcing is reviewed on a regular basis as part of management reviews and is kept at a suitable level

to meet its responsibilities.

Criteria

The criteria for the audit programmed will be based on the international standard for information security
ISO/IEC 27001 (and its subsequent revisions), with additional input from related standards such as
ISO/IEC 27002 (information security code of practice), ISO 22301 (business continuity), and ISO/IEC 20000

(IT service management) as necessary.
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2.1

2.2

Introduction

The purpose of this document is to provide customers, third parties, visitors, and other persons with
clear instructions on how to request access and what is expected of them when visiting or working

within the Organization Name data Center.

A secure data center is required to protect Organization Name's physical and information assets, as well
as its clients, from a loss of confidentiality, integrity, or availability. However, such spaces are only safe
if the people who use them follow the protocols that were created for them. This document gives
guidelines on how to keep an area secure while not interfering with the essential business operations

that take place within it.
This document is applicable to the following Organization Name policies and procedures:

e Physical Security Policy

e Working in Secure Areas Procedure

Data Centre Access Procedure

Data Centre Access Principles

This procedure specifies how an internal audit programmed will be implemented in order to meet the
requirements of the ISO/IEC 27001 standard and to guarantee that information security activities are carried

out in compliance with documented procedures and processes as described in the ISMS.

The following principles access to Organization Name data center’s:

e All access should be for a specified, authorized purpose;

e All visitors entering secure areas must be monitored at all times by an employee of

Organization Name.

Requesting Access to the Data Centre

To request access to an Organization Name data centre, please contact wus at

example@website.com or phone us at +1 XXX-XXX-XXXXX.

Normally, 24 hours' notice is necessary. Access is generally only available during business hours, which

are 9.30 a.m. to 6:30 p.m. Monday to Friday, except bank holidays.
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Introduction

Controlling access to our information assets is a critical component of an information security defense
in depth strategy. A comprehensive set of physical and logical controls is required for us to effectively

protect the confidential, accurate, and reliable nature of classified information.

These specifications may be influenced by factors such as:

e The level of security assigned to information stored and processed by a specific system or
service;

e Various laws and regulations may apply, e.g., the Data Protection Act, Sarbanes Oxley;

e Organizations and systems operate within a legal framework;

e Third-party contractual obligations;

e There are threats, vulnerabilities and risks involved;

Business Requirements of Access Control

It is necessary to develop the business requirements for access control as part of gathering requirements

for new or significantly altered systems and services. They must then be incorporated into the design.

These are:

e Défense in Depth: Rather than relying on a single control, security must be based on the
combined action of several controls.

e Least Privilege: It would be best to assume that access is not needed rather than assume
that it is.

e Need to Know: Itis only necessary to have access to the information needed to perform a role,
and nothing more.

e Need to Use: Depending on their role, users will be able to access only the physical and

logical resources that they require.

User Access Management

In order to ensure authorized user access and prevent unauthorized access, formal user access control
procedures must be documented, implemented, and maintained. Ideally, they should cover the entire
user access life cycle, from the initial registration of new users to the final de- registration of users who

no longer require access.
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4.1

4.2

4.3

Purpose

A project’s lifecycle includes the planning, implementation, and evaluation stages regarding all
software configurable items. This document provides guidelines for Software Configuration
Management activities to ensure the integrity of all software configurable items throughout the

lifecycle.

Scope

This procedure includes the following activities:

e Finding and classifying software configurable items;

o Keeping track of the status of all configurable items and establishing control over them.

Responsibility

As part of the project execution and delivery process, the Software Head/Programmer is
responsible for overall Configuration Management. It must be approved and audited any
modification(s) made to the SCI (Software Configuration Item). Itis their responsibility to ensure that

this procedure is followed.

Tasks Descriptions

Configuration Identification

This procedure generally identifies configurable items in accordance with the information given in
the items list below. Project managers are responsible for identifying and documenting any specific
changes for any given project.

Configuration Control

Whenever changes are made, they are saved in the most recent folder, and the configuration is
managed properly. If a customer requests proper version control after delivery, it is handled on a

case-by-case basis by the director.

Change Request

e Problems — are fixes to CM controlled products (e.g., Discrepancy reports, corrective

action reports)

e Enhancements — are improvements to CM controlled product
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4 Adequacy of resources

5 Review of risk and opportunity action plan

6 Opportunities for continual improvement

Prepared By:

ISMS
Coordinator

Reviewed By:

Head of Information Security

Approved By:

Head of Information Security




